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1. Summary
SAGE thanks SA3 for its liaison statement concerning TR 33.846.  We attach below our interim evaluation of solution #4.1.  In the course of producing this evaluation, we also noticed some issues with the alternative solution #4.2 and are bringing these to SA3’s attention as well. 

2. Evaluation of solution #4.1

SAGE has noticed two minor issues with this solution, which SA3 should consider. 
· If an attack causes the same RAND to be used twice, and if SQNMS hasn’t changed in the meantime, then MAC-S will repeat and it will be obvious from the resync message that SQNMS hasn’t changed, which might be considered a leak in anonymity.  But this is unavoidable in a deterministic scheme.  Unless SA3 also changes the protocol to allow some sort of random IV to be included, we don’t see how to avoid the disclosure of an unchanged SQNMS.
· MAC-S is only 64 bits long, so it could repeat by chance (birthday attack) if the same attack is carried out ≈ 2 32 times.  MAC-S is included in the message directly, so it would be obvious to an attacker if this happens.  If it does happen, then the XOR of the two SQNMS values will be revealed, just as in the original attack.  232 resync messages is a lot, though – this doesn’t seem like a very important attack.
SAGE do not believe that other attacks will be possible below the birthday bound, as the solution is formally very similar to the Synthetic IV (SIV) mechanism introduced by Rogaway and Shrimpton in [1].  This gives a deterministic (nonce-less) construction for Authentication Encryption with Associated Data.
In the case where CTR mode is used for the encryption function (for example the specific AES-SIV mode from [1]) then the SIV mode looks like this:


Then if we interpret:

· SQNMS as the plaintext
· RAND as the associated data
· AMF (which is fixed to all zeroes in resync messages) as part of the MAC function
this becomes
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which is almost identical to solution #4.1.  The only difference is that SIV needs two different keys K1 and K2 for its security proof to work, whereas the proposed solution obviously uses the same K for both.  If SA3 wishes, then SAGE can study further modification to the MILENAGE and TUAK constructions which might allow for the same or a similar security proof to apply e.g. two distinct keys K1 and K2 are derived from K with K2 used for the f5* function, and K1 for all other functions, including f1*.  We note that the proposed solution calls in any case for a re-design to MILENAGE and TUAK, and cannot be applied as a “wrapper” around existing USIM functionality.

3. Observations on solution #4.2

The second solution in section 6.4.2 could be more clearly described, but suggests using an Anonymity Key to encrypt SQNMS with a block cipher, rather than just as an XOR mask for SQNMS.  However, the solution as described just uses the existing Anonymity Key, which is only 48 bits long; that is too weak as it allows an attacker to exhaustively search the space of keys until realistic decrypted values of SQNMS are obtained.
However, as this solution again requires changes to the MILENAGE and TUAK constructions, it would be possible to generate a longer Anonymity Key and use that in the block cipher.  In the picture below, f6* would be a new key derivation function, AK2* would be a new Anonymity Key (128 bits, or 256 bits) and f7* would be a block cipher.

[image: image2.png]SQNys.

RAND
AMF

MAC-S

AK2*

Encpg- [SQNys)




SAGE notes that:

· If the output length of the f7* function is also 48 bits, then SA3 do not need to make any protocol changes to parameter lengths, because the EncAK2* [SQNMS] is the same length as the existing
SQNMS ( AK*.
· There are a number of well-known “format preserving encryption” constructions which would allow f7* to act as a permutation over 48 bit strings, while preserving the security of an existing block cipher primitive such as AES e.g. Black and Rogaway [2].  In particular, the “Feistel Network” construction from [2] would only need to use AES in forward mode, as is currently the case on USIMs. 

We use the names f6* and f7* here, but SA3 can choose its own names if it wishes to progress this idea (we are aware that “f6” and “f7” are already used for other purposes in TS 33.200).
4. Actions:

To 3GPP SA3

SAGE invites SA3 to consider these points, and advise SAGE whether we should begin work on new versions of the MILENAGE and TUAK example algorithms. 

SAGE notes that this will also impact on the design of any new 256 bit example algorithms. 
[1] Rogaway and Shrimpton, Deterministic Authenticated-Encryption: A Provable-Security Treatment of the Key-Wrap Problem https://eprint.iacr.org/2006/221 
[2] Black and Rogaway, Ciphers with Arbitrary Finite Domains, https://web.cs.ucdavis.edu/~rogaway/papers/subset.pdf 



